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3 Appliance Debug - COM1 VT
File Edit Setup Web Control Window Help

Dell 2161DS-2 Console Ready. ..

Press any key to continue

| Dell 2161DS-2 Console
| Copyright (c) 2000-2008, All Rights Resexrved
|

Main Menu

+—t—

. Network Configuration

. Security Configuration

. Firmware MHanagement

. Enable Debug Messages
Set/Change Password

Restore Factory Defaults
Reset Appliance

Enable LDAP Debug Messages
Display LDAP CA Certificate
Set Web Interface Ports
Input Web Server Certificate
Exit

T
OHOWWM~C & WNE

Enter selection -> 100 v
Remote Console Switch 3F=¢o] & A4 3} .

1 11709 54 0] 9l Main #l+77F A H Yt 54 1, Network
Configuration< A1 8 g o},




118l 2-6. Network Configuration M|y

=S

%

6

File Edit Setup wWeb Control Window Help
5
| Dell 2161DS-2 Console i
| Copyright {c) 2000-2008, All Rights Reserwved |
i Hetwork Configuration Menu i
HAC Address [ O0:e0:86:04:83:68 ]
1. Hetwork Spesd [ Auto ]
2. IP Configuration [ IPv4 Static ]
3. IP Addre== [ 172.23.8.176 ]
4. Hetmask [ 255,255 . 0.0 ]
5. Default Gateway [ 172.23.1.4 ]
6. Configure DHS
7. Send ICHP Request
0. Exit- Applvy changes
Enter selection - | E
2 §4 1% Adstol END SEE YT AU sasu
Network Configuration ™|+ & = o3 E‘r.
3 54 2% AH9sto] IP Configuration ™75 9 U T
B e T N

( 1: None, 2: IPv4 Static, 3: [IPv4 Dynamic, 4: IPv6 Static &=+ 5: IPv6
Dynamic).

I IP FAE AFEstE 7Aool /7] witel Dell> 174 1PE 24%

Terminal Applications ™77 ol A &4 3 ~ 55 A}l & 41 519 Remote
Console Switch®] IP =4, Uln}A~3 49 7] 2 Alo]E Qo] 744 & vt3
NIy

o 34 & SR 3 0% 2 shol Main 372 Fohg Tk
LU ERT 7 Mz £HE £ QUSLICELBHOIX 2 "old2T ZE

Ol M Al AR MO"E & ESHY Al

2
HTTP ¥ HTTPS 2EE 743t d

1

11719 3A4o] &= Main HWw7F EAEYY. 4 10, Set Web

Interface PortsE 41 B 3}°] Web Interface Port Configuration ™%

A



18l 2-7. Web Interface Port Configuration M|y

I Appliance Debug - COM1 VT

File Edit Setup Web Control Window Help
-~
i Dell 2161DS-2 Console |
| Copyright (c) 2000-2008., All Rights Reserved |
i Web Interface Port Configuration Menu i
Active Stored
HTTP port: 80 80
HTTPS port: 443 443
1. Set Ports
2. Restore Defaults
0. E=xit
Enter selection -> 1f} v

2 5415 Adgste] 3 T A3tk HTTP 25 9 HTTPS
FENAE T FEWMTE Y Pt

I

18! 2-8. Web Interface Port Configuration M| 7 - Set Ports &M

5 Appliance Debug - COM1 VT
File Edit Setup Web Control Window Help

2. Restore Defaults ~
0. Exit

Enter selection -> 1
*#x% WARNING: Assignment of commonly-used port numbers to web interface
EE i ports could result in unexpected network behavior.
Enter HTTP port -> 81
Enter HTTPS port —> 444
Set HTTP port to 81 and HTTPS port to 444. [YES/NO] -»> v
Port settings stored successfully

Reset appliance to activate new port settings? [YES/NO] -> y b

3 Y YEY I Ut gro] &rlEd <Y>2 Q81 <Enter> 7|

% At31: 0|28t LE HE S AF2512{ ™M Remote Console SwitchS i 5 &l 5l Of



E4 Z 3 Remote Console SwitchOl M ZE #H5 S HZ & 22 Remote Console
Switch Software(Dell Remote Console Switch Software AFS X} AHM = A2
EQoet 2 MIE ZUM AR HER/T SY" &) E= ¢ A
O A0f| M = (32 O] X| 2| "On-board Web Interface 2" & X) TEHS E HA
ol OF gfL Ct.

SR EREREFREE T

1 11708 5Ae] 3l Main w57 7F EAE YT 54 11, Input Web
Server Certificates 41 ® 3}o] Input Web Server Certificate ™3+

At

1@l 2-9. Web Server Certificate Input M|+

T appliance Debug - COM1 VT (=13}
Fle Edt Setup Web Control Window Help

| Dell 2161DS-2 Console
| Copyright (c) 2000-2008, All Rights Reserved

| Web Server Certificate Input Menu

1. User Input

2. Import Cert

3. Export Cert

4. Restore Defaults
0. Exit

Enter selection -> 1

This menu will prompt for each input
Enter Public Key Length [512] -»

Using default of [512]
Enter Common Name (CN or FQDN) [Dell, inc] -> Jones Co.

Enter Organizational Unit (OU) [DELL] -> b

2 541, User Inputs A &gy}




121 2-10. User Input M

T pppliance Debug - COM1 ¥T
File Edit Setup Web Control Window Help

Enter Public Key Length [512] -> A

Using default of [512]
Enter Common Name (CN or FQDN) [Dell, inc] -> Jones Co.

Enter Organizational Unit (OU) [DELL] -»>
Using default of [DELL

Enter Organization Name (0) [dell] ->

Using default of [dell]

Enter Locality Name (L) [Austin] ->

Using default of [Austin]

Enter State or Province Name (S) [Teras] ->
Using default of [Texas]

Enter Country Name (C) [US] —»

Using default of [US]

Enter Email Address (E) [support@dell .com] -»>

Enter Validity Term [365] ->
Using default of [365]

Certificate Generated. Waiting for Ueb Server to restart

3 <Bnter> 712 ¢ 7|2 $42 A5, he Aol Ag 8
Eg g g

a
b

- o 2 o

9
h

Public Key Length: €13}= Q154 2] HIE 94t

Common Name: AF-§-212] o] FY U T (0] 312 FE QIFA 0| &
"Company_Name Certificate Authority"¢} 20| 214 gl o] F-& AFE-3}).

Organizational Unit (optional): 222 ©@2] o] S th(el: ntAIH).
Organization Name: =74] 8] k5] %] oF2- A &gt W] 4] o] 4t}
Locality Name: 32} ©] 9] %] ¢t =A] QY T},

State or Province Name: Z=2] 0] 9] %] §F F k=] 2] oF2 A]/E QI T}
Country Name: 3|3 =712 22} [SO Sk o

Email Address: 1218 CA9] M2t | =249yt

Validity Term: Q154 ] f+& 717H L) d Ut

4 <Enter> 712 FEUTh A%57] Dol 8 A8 7k oA A28 w74
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MIIDJzCCApCgAwIBAgIBADANBgkghkiGOwOBAQQFADBxMQswC
QYDVQOGEwWJVUzZEQ

............. Text removed from example
30moTQUBURERxg3vrwEzLgCUanQmw5BQJAVC6LT/DP7DNz/xi
pPZoI+ZyaTgQEdRO
ROx0yYSaYETpMY53NMAVICXETVkvkI2F/f+1sn+9I1k7GWBUPp
LbTmY fMoQ==

MIICXAIBAAKBgQDI6KTaqoPfZhK7Wdd+Dzx03IVQ1Bgp+Vslt
n34YMDdpJ8m£fgND

............. Text removed from example
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Connections: Exclusive Stealth
Input Control Timeout: Seconds
Tiered Switches =
H ogin
[J-Versions
i..SIP Versions Login Timeout: Seconds
Inactivity Timeout: Enabled Minutes

Reboot Required

ALZXAIE L4

Users 5 A 831 On-board Web Interface™ Remote Console Switch
ZRE A DA F2 AFEA)F 0] 2 B2S AMFLe] TAE L o]
EZof| A AMEALE 7F A, A AIE ¢ U Al 7EA] ] A A
A3kl User, User Administrator 2! Remote Console Switch Administrator
£ XA 4 35Uk User Administrator 2 Remote Console Switch
Administrator N Al A~ 52 AL AL Al ZF AW A A FsHS e

el
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H 6-1. User WM& =Z= Hst

=k Remote Console User User
Switch Administrator Administrator

BE W o) 3t st e

ENZ W 22d 4 of oo o<

d T (HRE A
sk Al ZF, SNMP(Simple
Network Management

Protocol))

thA] 58 o] oy @ by @
FLASH ¢} 1201 = o] ol e oy
e A A o o ol
A el U E o o ol
o A M Al 2 of o e Atel 9

B4 &3 26100 BAEO Q= *EDJ%Z? SCIO|MEN HEELITEL ZZ0AM A
HE M A= ALERIA = HEE X ZEUT

A AR fashA ek A é‘ﬂig W A% 1951 Security Lock-out

715l 9l v o] Xﬁ“ﬂ s —’F %iﬂ] HUth Users 5 &3l Security

Lock-out 274 = T4 stAY I3 AR AFE E0] & 5 lssUHh

E4 E33: A8 Xt 22| RH= Remote Console Switch 2+2| Xt A1 H & 71517 Lt A &
s olgUoh

i

I
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2! 6-2. Users &

@ 4161DS 01.01.06.01 - Microsoft Internet Explorer

| Ele Edit Y¥iew Favorites Tools Help |','
Logout Help
Username:
Alfred E.
Connections Configure
proin Ak
Configuration
- Remote Console Switch [F Status  Name Access Level
L. Network O Alberts User b
'y 322“"”; . O 8 sewr User Administrator
o Virtual Media
L.NTP O Charlesm Appliance Administrator E
- Authentication [F] Daniel User
- Users
+..Override Admin o Fredk User
L] SNMP ¥ GeorgeM Appliance Administrator
- Traps O KathyG User
[] Servers
i as [F] LawrenceR User
v
| ired Sitches. 5 - la
[]- Versions Click on user name to modify
“.... SIP Versions
Add User
Security Lock-out
Enable Lock-outs Duration |5 hours
Reboot Required

AR F EE SRS

1 On-board Web Interface®ll 4] Configure H-& 2
s 2y

Users

°

& A% Ao

2 A AFEAE bk A 2 B4l 9 Add User B E-& 2 gt

T
B

& RS FAE T Users Aol A ALg4 o] B¢ FE T

Add/Modify User o] YEFH U T

On-board Web Interface & At
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12! 6-3. Add User &

©74161DS 01.01.06.01 - Microsoft Internet Explorer - |[0/E9

AddModify User

Username:
Password:
Verify Password:

User Access Level: User |v]

3 AREANA 2 AREAF o] F3 $ S U E T Verify Password

BEo d5E v gEste] gy vdH F = 5-167F0] o of
o] upul FEAoL skt o] 9] Ak R o] Fol A of Fh .
4 =t HEolA o] ARG Aol Al A QA e AES
User 412 41931 Set User Access Rights 1 £0] 4] sk Ut}
a  Set User Access Rights /| 55 28] 8lo] 3l AH&-29] 2 AW &
818}, User Access nghts 72}01 YERE U

712l 6-4. User Access Rights &

—
£14161DS 01.01.06.01 - Microsoft Internet Explorer =JoEd
Users Access
Username: BrookeM
Access Level: User
F Server Name Connection Path
O Accts-Payable 1-CH4 fad
F Accts-Rovble 1-CH2
|:| CustService 5-—-8
engData 3-2-CH1
engFirmware 11
engHardware 5--2
englab 1-CH1
engTest 7
O Legal 3-4-3
F MailServer 13
O Marketing 9
F CemSales 3--5 u
v

Select checkbox to enable access

Save ] [ Cancel

On-board Web Interface & A-E St Remote Console Switch 22| |
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b /‘}*‘lx}ﬂ Aol oA ek
S HAEETh e 3 WA

PN
T
A
OW]/\E g4 UAFHTH
PN
T

c /‘]'9“1]'7} A o] oA gt
= A5y

d SaveE EHIYTH

5 SaveE 293t A4S A3kl 5 On-board Web Interface 0. % =
obgt vt

AREAFHI U S 5 WA st W

1 On-board Web Interface®l 4] Configure #< =
Users 15 S8 &4t

2 71E AHEAFE s Users DolA AHEAL olg5 S8 YT
Add/Modify User o] YEFE Ut

3 Password “Abel i AREAMS] HIWWEES Y ths Verify
Password 7] H]”E”ﬂ E kle=y 0}01 CQ Eﬂﬁ“/]‘ﬂ' H] a"ﬂib

o
i
dlo
o,
4
e
=
=

4 Saves 233} On-board Web Interface® ZoFyt}.
ApEA}E A el
1 On-board Web Interface®l 4] Configure #-& 593 th5 9% HollA
Users -5 22 3t
2 A AFEA o % Qo] SHelehe Helgh
3 o] dZoA Delete %% 283t &
4 YCSE = 9 0]'0% )\LX_“ O ?:]L q’

Ill:‘——

ARG ALE A B bl S TR ek NoE S8 Tt

21 o] Ve o

ALZA A &2 2 &3 6hAl

AHEAL 7Y & sk Al b2 B T E 53] A% 1= 8 Security Lock-Out

715l 28l (B shEl o] Q= B9 sl d Al o] Al ARE-E 4= Al HY

Ch AREA7F ThA] 218k AL 6}% T o7 WA A7 FAH YT

B4 =3 == AF AR, A8 AL 22| KE Y Remote Console Switch 22| XHjof 0] 2
=l 0|-% ‘IKHO| pS| Q_EI |_| |:|.
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Remote Console Switch 2] z}= Al o] A = AIH1 ~ 99)S A H
sk 4= 315 Yt} Enable Lock-outs®] A 8o] #H AT o] glod HeF 27 o}
= 715 0] AhA| ¥ o] AFE-AF7F 7 A e ol wihA] 2] Qb5 )
A7 ol 771 Ajzko] sk Wi 7hA] 70 Al 7F 57 5] 1 o] Al gto]
W & Remote Console Switcholl thA] A o] FFH AY A A7) A4 9
S A TUC AFEAF FE| A= AR AR S AE 5 9lo
™ Remote Console Switch Z&] A= R E Fd 9 AR S FF A& 4
k=g
A& = Ak 4.
1 On-board Web Interface®l 4] Configure ¥ 593 th5 9% HollA
Users H-5 22 34t}
2 A5 AT AR A ol F 4o s AE g
3 Unlock HES S8 &Yt AFEAF o] 5 H o A& ofo]&o] AEHY
NEY
AREAF A o] A Q= AIHS A7 sk .
1 On-board Web Interface®l 4] Configure ¥ =93 ths 9% dollA
Users U5 29 34}
2 Enable Lock-outs 3l &2 S8 3}o] A8y},
3 AR A S AITH] ~99)S 18 YT
% & 31: Remote Console Switch 22| X2+ 211 O} Bi7HH 42 XX & 4 QU &L},
Security Lockout 7] = AF&-3FA] ¢ © 2] H.
1 On-board Web Interface®l 4] Configure ¥ 593 ths 9% HollA
Users -5 22 3t}
2 Enable Lock-outs <1 #-& A3 Ut} Duration E=7F AFEE <= S
Yt

B4 E3: security Lock-outs AFSSHA| =S AAs) = 00| &A s ALBXIA £
Fol s

o
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SNMP ALS X 7

SNMP= U EY A A8 $8 27 7337} Remote Console Switch AFo] 9]
e Z*l‘ia T W=t /\} st TR EFYU T thE SNMP #H Ap+=
MIB-IT 2 ¢l gto] = MIBS] &8 F-&of M Aste] AFE4}2] Remote
Console Sw1tch9]— ZA1E 4= QlE Yt SNMP H5E A =93 On-board
Web Interfacei= =] o A4l SNMP vl 7l 45 73 A ko
SNMP HZo] 4 A 250 905 ARUE £49L A9 5 U
Remote Console SwitchE 8|3} A F] oA SNMP EF & FAl
A= Aol XA S of Tyt Edle tf sk A e £ 1115 9]
"Z} SNMP E 3 A" &S #2314 A] 2. Enable SNMPE A &5l 74
2= UDP X E 161 &3 SNMP &3 o] g H3 o}
B4 3 On-board Web Interfacel= 291X S H 0 5H= O EZ SNMPS AFE 51| 22
S22 UDP ZE1612 AHE5HX| 2 &L T} On-board Web Interface= 8 5t 10 = AHA

N ZZEE S AESIH CHE Y EY T ZEE S3ll Remote Console Switch2t 41
S| C.

5 4 xe
e T
ox lo 4y H

)

o

718! 6-5. SNMP Configuration 2}

©14161DS 01.01.06.01 - Microsoft Internet Explorer |[=]

| Fle Edt View Favortes Tools Hebp
logout  Help
Username:
Alfred E. Neuman
Connections Configure
Remote Console Switch SNMP
Configuration
[]-Remote Console Switch Enable SNMP
i peNetwork System Community Names
E=x Name: 416 1D5-04-80-76 Read: lpublic
Virtual Media
s Description: 416105 01.01.06.01 virite: lpublic
i i.Authentication Contact: Avocent Trap: ipublic
[1-Users
£...Override Admin Allowable Managers Trap Destinations:
D SNMP 1 172.123.118.134 1. 114.25.4.47
2 183.47.12.186 2. 156.34.117.5
3. [162.183.46.217 3
P 4 [117.128.4.23 .
. Tiered Switches
[~ Versions
...STP Versions
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URFSNMP A& FA st A

1 On-board Web Interface®]| #] Configure H<= S8 th3 9% oA
SNMP H 5 St

2 Remote Console Switch”7} UDP X
Z= Q) == Enable SNMP &9l &5

3 Name =& Al AR 2] THQl o]
St S Qe g,

4 Read, Write % Trap 7| 77U E| ol5& L dHTh o] A9 2]
E% SNMP F&ol| Abg-sl= AR YUE £4<ES A d 3T Read %
Write &4 UDP XE 1615 &34 % SNMPe]| 2] &5 7] wfZef
Remote Console Switch & xpdsl= vdH s 98-S sy} g
6452 ol 7kA] A el o2t HEE= Y& 5= g5yt

5 Allowable Managers 2 = ¢l 4] ©] Remote Console Switch® #&] &
e el fasHold e FAE N7 QE TG B LE 2
o] A o] A Remote Console Switch® ##] = Q== o3t I =E 1| g
= T dF YTk

6 Trap Destination 2 =i ©] Remote Console Switch7} E 5] & 1.l
AAAHoIAL FAE 4N7HA] L8 T

1 Saves SEoto] A4S A8t & 25U

=]
% & 8FaL System 44 o

3

2]

e
Restores S 2sto] WA &S HAash Fe 25U iAo =
A7st dAo] BAg

Ei &3 snvpAE g sZste H 82 26| faf AQIX|S ChA 2Es ot
EICH= 242 Ui 3= Reboot Required B E0| 2 H 0| X|0f LIEFHL|CH HES
2250 AQX| S CHAl £EIBHLICH

SNMP E&f 2 #e] Aol o] Rl <& A ® o] Remote Console Switch
of ol EZ} WA st 27} & Q33 YEFA YT Dell OpenManage™
IT Assistant 222 E go] = oWl E #2] 2 iyt 504 gRlehs S8
sto] ] Aol de Byl SNMP Efg A3 4 FUth E
Enabled Traps € 2] &R1stS AE et AY A YA AA 555 gA A9t
At AEE 348 5 gait
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8l 6-6. SNMP Traps &

@ 4161D5 01.01.06.01 - Microsoft Internet Explorer

LEE

‘Eila Edit View Favorites Tools Help

"‘l

Logout Help

Username:

Alfred E. Meurran

Remote Console Switch

i.-Override Admin

Connections

Configure

Configuration
[0~ Remote Console Switch i
i Network Cold Start [
fmmis Link Down
L Virtual Media
NTP Link Up A
ey atare SMMP Authentication Failure 1
[1-Users User Authentication Failure

i Traps
[ Servers Video Session Started
-5IPs Video Session Stopped
sl ontchey Video Session Terminated
- Versions
B e Local Port Viewing Started

User Logged In
User Logged Out

M2 |

Local Port Viewing Stopped
User Added
User Deleted ]

Select checkbox to enable SNMP trap
Reboat Required

SNEENEEEEEEEEERE

M JA EHI| L IS5t

Servers I+ & H. T A QIE H o] A Ho]EHo] ~of Q=
H & A 8% Remote Console Switchol] A4 5}+=
sfo] JAI T

Path dell= @A A Ado] EAFUTE A AAESIP == o5
A 29 F syt SIPel A ¥ W SIPY] ARI EE7F AU )
o= A A9 Ad5H A% AYE TADYTE Server Name S
Zejsh An 2 o B WAL 5 = 8 At EAFU

% Zh11: Reboot Required H £ -2 X I3l O & Z 201 2+ LIEFHFL|CE

A 8} sl A

w ol ohe g2 71
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2! 6-7. Servers &

a 4161DS 01.01.06.01 - Microsoft Internet Explorer

‘gue Edt View Favorites Tools Help

Remote Console Switch
Configuration

[-Remote Console Switch
~-Network
------ Sessions
- Virtual Media

“-Authentication
- Users

\...Override Admin
L3-SNMP

. Tiered Switches
[-Versions
.- 5IP Versions

Alfred E.

Connections

Configure

Server Name EID Connection Path

Accts-Payable 520359-243284 1-CH4 e
Accts-Revble 520359-243284 1-CHZ

CustService 520359-114373 5-8

engData 520372-397492 3-2-CH1

engFirmware 520360-108337 11

engHardware 520416-313095 5-2

englab 520359-243284 1-CH1 =
engTest 520359-242464 7

Legal 520359-258208 8-4-3

MailServer 520359-419338 13

Marketing 520359-311458 9

OemSales 520359-324451 3-5

Production 520359-214551  5--4

Production2 520359-111812  3--2-CHS

Public 520359-541112 7

QA 520359-644237 6

red-Jasper 520359-249284  1--CH3 v

Click on server name to madify

Reboot Required

MH 0|5 =8

21 E 9 Qe H o] AE A3 Remote Console Switch®] OSCAR Q1
o] A7} ol g} 97 Y AAHo] oA AW Q| o] & uhE = lHF Ut
A o]l FS WA sk .

1 Server HFol4 o] 55 RA T AW 9] o] F5 28 Tt Modify Server

Name o] YeEbEU T}
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718! 6-8. Modify Server Name &
£14161DS 01.01.06.01 - Micro... [ (O3

Modify Server Name

Old Mame: EnaHardware

MNew Name:

Cancel

2 Ao HT o1 BE ALY
P olok 3] ol £ S AT B TAL FHE A4 - Ua
U

3 Saves ZH3YT} AFEA7) A F$E 0] 52 Remote Console Switch 2}
27 Fefo| I E do]Euo] o] 7 ?JHIO]EE“/]‘:}

=
9
ul il
flo
S
2
9
K
m&
A,a
o)
M
L
f

CHS 7Y A9IX| 9127 27| U 7Y

Tiered Switches ol A+ aljd A| AE Q] U= A AR E & F UHF
o, 2517 o B8 FASH o] HE AW 8 MY 5 9k Fol LA

Huet
o A 294 A2 g FA e .
1 On-board Web Interface®l 4] Configure #-& 293 th5 9% HollA
Tiered Switches 3191 W5 S J1t}
2 A8k I gk 291 A 9 o] F5 8 &Y Modify Tiered Switch %
EERE
718! 6-9. Modify Tiered Switch &
£14161DS 01.01.06.01 - Micro... [ |[O/E4

Modify Tiered Switch

Old Mame: ICascadesw—4
MNew Name: CascadeSw-4
Mumber of Channels: 16

(o

3 291719 A o] 5E ATk
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5 2917 T2 vkH oW Save el sto] A S AFFU T

TC =
-asT -

A7FshA] 9 F 5ok ™ CancelS 28 4t}

SIPY 102 E H7Y|

Server - SIPs Wl T o] Al &= A] A1 9] SIPS} IQ B &, 3lY £ E, AA D H3E
(EID) 2 3l g F-8 2 A4 FA &5 & 5 lFyrh

ESESIP A EHIE B 5 syt 54 92 SIP7F 2242l e S vrERY
Utk ek 942 SIP7F g aeel s 95 9vlsta w7k X+= SIP7F
23l A S vERY YT @z ekl SIPE A A 3He] ¥ Clear Offline

SIPsE =93t WA A 7} YERYAE OKE 28 Yt} Clear Offline SIPs
E 2 Remote Console Switch #8] AF7F AFg-8F &= Q15U o

K &35 7yoldzd 24 AQx|0 HZAE Offine SIP £ 10252 AAHE
E
E4

SIP Language “+5 |57 o] 4= A A Remote Console Switch®] X
Sun/USB SIPel] tht loj 9} 711 = wizflE 24 & 5= g5yt SIP

Language =5 Th2 "+ Remote Console Switch #+2] 2FRF A}-g-3F 5= Q]

e

Y
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~
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rn
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rlo

1210| T M 2 HZ =l SIPE E&510] Remote Console Switch
PE A A ELICt.
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12! 6-10. AMH{ - SIP £} - 4161DS Console Switch

£14161D5 01.01.06.01 - Microsoft Internet Explorer B =]
| Fle Edt Vew Favortes Tools Help o
logaut  Hep
Remote Console Switch
Configuration
[ Remote Console Switch Status  EID Connection Path Type Connected To
- Metwork @ 50358249284 13-11-CH4 P52 Suitch ~
-Sessions @ Swew; 1-CH2 Ps/2 Snitch
I ':r‘rr:lal e @  S0359-119973 538 Psj2 Server
(. @ W2 3-2-CH1 PS[2 Suitch
(- Users R os3e0-10833 11 PS/2 Server L
-Override Admin @ 50415313095 5-2 Ps/2 Server
SNM;EDS @ w4 1-CHI PS[2 Suitch
B @ w464 7 PS/2 Server
.5IPs @ 50359258208 8-4-3 Ps/2 Server
- Tiered Switches @ 520353419338 13 PS/2 Server
£ Versions
______ i @ w4 9 PS[2M Server
R s33EEL 35 Ps/2 Server
‘ 520359-214551 5—-4 Psf2 Server
@ SWIE-112 F-2-CHS SUN Suitch =
SIP Language: Clear Offfine SIPs
. : [ HH =o o5
B4 23 Remote Console Switchi= Dell SIP 2+ OFL| 2} Avocent 10 2 § 2 X9 &L CF.
b

]E'l EZ DellSIPEPS2L USBHZZ AR A= ERIQZ2E2 FItstH 2t
T SunY HHE AZ XA S NS L

% a1: PS2 BE = USBE AlH =l 5H=0| Dell SIP £ = Avocent IQ 2 E Q1 X| 201512 H
SIPs Versions If 'S0l UM ABELCE AHA|ISH L2 17H[0| X[ 2 "SIP ot HF"E

AT A L.
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Remote Console Switch H{Z A H H7|

Versions 5+ Remote Console Switch, FPGA 2! ASIC B ¢lo] 9] H &2
AU
B #mnssmess

rlo

WELLTY

ek

4?0l 2t LIEFL T

718! 6-11. Firmware Version &}

©1416105 01.01.06.01 - Microsoft Internet Explorer (=)<
|E\Ie Edit Wiew Favorites Tools Help

Logout Help

Configure

Remote Console Switch
Configuration

- Remote Consale Switch Application: 01.00.15.00
+-Netwark Boot: 01.00.00.04

~Sessions OSCAR: 00.00.15.00
Virtual Media

NTP UART: 01.00.01.01

-Authentication Video: 01.00.00.13
- Users Hardware: 00.15.00.00
i -Override Admin
[~ SNMP
—
[J-Servers

-

i L-Tiered Switches
{1~ Versions

L...5IP Versions

Reboot Required

SIP S}S] B

SIPs 0]'4 HFMeE A ARE B F ASUE. b5 74 29X o
A 35 EIDE ekl SIp 391012 ¢ Lelol okt SIPE A4
% Q)= ol mAH T

Enable Auto-Upgrade for all SIPs &l &tS A Ejahd o] Fof Ay = &
£ SIP+= 313 3 9] & Remote Console Sw1tch°ﬂ A AFEEE 5 Qe He
o] 2 Ja#o| =3t} o] = A 3H4A SIP A 9191 7F Remote Console Switch
291019} 5.9,
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J12!6-12. SIPs Firmware Version Zf

©14161D5 01.01.06.01 - Microsoft Internet Explorer =%
File Edit View Favorites Tools Help

Logout  Help

Username:

Alfred E. Neuman

Connections Configure
Configuration
[-Remote Cansale Switch (= Ea Path Type
~-Network Cascade Sw 1 520359-245284 1 P52 ™
...... Sessions CustService 520358-114873  5--CH8 uss
------ Virtual Media Cascade Sw 2 520372-397432  3-2 PS2M
~<NTP engFirmuare 520360-108337 11 SRL
= Authentication engHardware 520416-313095 5—-CH2 us82
0 Users engTest 520359-242464 7 use
P Override Admin Legal 520359-258208 8--4--3 usB
D Sive MailServer 520359-419338 13 Ps2 g
""" Traps Marketing 530353-31145%8 9 P52 T
[]-5ervers
- CemsSales 520353-324451  3-5 uss
______ elE e Production 520353-214551  5--CH4 P52
& Versions Mail Server 520390-123468  5-CH3 sun
______ SIP Versions Public 520359-541112 7 P52
QA 520359644237  5-CH6 SRL
red-Casper 520359642258 16 P52
Sales 520359-114255 2 Ps2
TechSupport 520359413579 5-11 usB [V]
Enable Auto-Upgrade for all STPs

SIPo Tt A A RE B

1 On-board Web Interface®l| 4] Configur s 298 v 9% delA
Versions 5= o} 2fj 9] SIPs &t ¢ W5 S ot
2 3 Aol M-S & SIPS EIDE 283y
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712! 6-13. SIP Version &}

£14161DS 01.01.06.01 - Microsoft Internet Explorer (=[]
SIP Version
Information
Mame: McKinley
EID: 520359-324451
Connection Path: 1
Type: P52
Version
Application: 01.00.15.00
Boot: 01.00.01.00
Hardware: 01.00.10.00
FPGA: 01.00.06.00
Firmware Available
Application: 01.00.16.00
Firmware Upgrade In Progress for selected SIP...

o= 7 A9 A 7F Remote Console Switchol 2] 3 €124 & %] ¢k= 7-¢- ¢}

= T4 29X E Remote Console Switch®l] 172 3F+= SIPE- A4 4 & oF &

T 5 F U Th SIP 39 W 5-2] Reset SIP HE-& AHg-3ko] o] 2442 4

%5 gl

K4 Z 3 ps2, use 2 USB2 SIPS fog 4 U&LICH E 5 Remote Console Switch=
S HEINZES L5 ZEIQ ZEN = 2HFLIL

K4 &3 Reset SIP HHES SIP 0| PS/20| 1 Heof ¢ 0d[0| =7t MM e|X| Q=
?é-‘?—oiln._Mf%%”n‘-?lA'—lﬁf

K4 23 o] EAH= Remote Console Switch Al A& 2| PS/2 SIP7}EHS 24 A9 %[0f &
A0l A= B0t FELICL 2 22 AR TS 74 AR 7 IA K K] OF
SH SIPE Z7|3t5 oF & 4= USLIC

B4 Z33: Remote Console SwitchZt 7§ 27 0] = A QX[ 7k OH Afe{of ZI7F ¢4 &|0f

7
AS M =7|51E AHSIHOIRA EE= 7|2 ETJ SHHX| 22 4+ USLICLO| E
< o &t M E X S & 8l oF &L Cf.
SIPE %7]8}sh& d:
1 On-board Web Interface®l 4] Configure ¥ &9
Versions == oF2f ¢] SIPs 81$] HEE 28 gy

2 243 SIPY EIDE 28 &Y th

3 ot

dlo

45 A
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3 Resct SIPE 2Ttk A3 dAA} e 39 752 b5
A 29122 914 AlekEo] Q3L SIPE 27 shabal A2 AR aof
@ 5 9lrhs AAE EA G

4 OKE Zeako] A% gin,
S

SIP &}9] M= =ob7F ™ Cancel S 28 4t}

E20] g0l=

Remote Console Switch B3= SIPE 91 &l Hellol & Y a#ol =& = 5]
th SIPE /A 02 e gAlol el =8 4 sy el =
7h A2 AP E FA S0 e YT 1ol = Tl thE A
= AEe sy

Enable Auto-Upgrade for All SIPs €}¢1&+-8 AFg-3lo] SIP Fello] & 91
A Aadel=E A syt v Helld 278k Load
Firmware H & AF&-8H0] B @A 9] Abs 1ol =5 A1 S 5 95

Y.

o
N'
=y

K4 #10:216105-2 % 4161082 2 ASMP(RI IS = 4 Q) E= TFIP LY FS Z2
S22 AS50| M 717 BUOE AR 4 USLICHLASMP T HE 2 S
ZH IY AL HYO S MBS 4 ASHCL26IDSTFTP MU MES Saf E

9o A O] EXFTFTP M A E X HE = A ELIC
Remote Console Switch H ¢l & 18 o) =5t .

1 On-board Web Interface®ll 4] Tools ¥ 2 &4t} Tools o] WERE
Slsg

2 Upgrade Remote Console Switch Firmware H &5 28 3t}

3 Upgrade Remote Console Switch Firmware o] YEbgytt TFTP
Server 5= FTP ServerE &4 E A Estal 9kl o] & 9 e Eg 9%
Wokopu et Hejlo} 7k ol TFIP B FIP AW IP 45 8 Fy
C =
File Systeme ¥ 3to] FLASH 3to] = 3t AAE9] 915 3
FU T Opens 283 TH
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72! 6-14. Upgrade Switch Firmware &t

& hitps://172.30.14.234 - 2321D5-0A-E3-03 - Mezilla Firefox =<
Upgrade Remote Console Switch Firmware
Load From: @ trreserver O File system O FTP server
Server IP Address:
Firmware File:
Done 172.30.14.234 &%
4 Upgrade M =5 223t} Upgrade HE0] o F9 A 3L X1 8) v A]#]

o A EA Zol Lhebph o

5 rdo]=7F &5 5™ Remote Console Switch7} thA] -8 U}
@ Z1: 213 0| = 5t= S0F Remote Console Switch®] F RS 11| OHAA| 2.
BE A 99 sipell thal Aol dadol =8 5 JlFUth
ol 2] 7] & SIPE Aol o 1#lo] =36el

1  On-board Web Interface®| A Tools B-& =2 &1t} Tools o] LERY

Ut

2 Upgrade SIP Firmware &2 29 3t} Upgrade SIP Firmware 7]

chebghu
3 dadol=g 7+ 73 9 SIP(PS/2,USB, USB2, Serial B=+ Sun) ko]
3

SHIE HAE && &0
Ct
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12! 6-15. Upgrade SIP Firmware %

@ 4161DS 01.01.06.01 - Microsoft Internet Explorer

-

M=%

Upgrade SIP Firmware

Select types to upgrade:
Type Meed Upgrade Last Status

P52 10 Done
Sun
UsB
SRL

0
0
0
usg2 2

BEO0OOE

Boot

Warning: Same types will be upgraded all at once.

Close

4 Upgrade= =2 &Y th. Upgrade B E0] S F Lt} Last Status G oll=
7} SIP Y 1elo] =2 Aol whet In Progress B2+ Succeeded7F 3 A5
Utk Agst SIP AlolE @0l B 1ol =2 7k Firmware
upgrade currently in progress H| A %] 7} LA U o},

5 ¢mHod dadoels &S At vAIAZE HEFE U T &l

3} U Upgrade W E©] ThA] AHS-

g % QA FuTh

6 CloseE =9 3}t°] Upgrade Firmware &= 5 4t

SIP g 9 o] & 212} ¢l wel o] = atef .

1 On-board Web Interface ©l| A Configure gs FEgy

2 9% ¥ A Versionsol 2 9] SIPs 59 B

=
=

g o

A
3 3 EFdo] A& E SIPY EIDE &9 &Yt SIP Version Fo] 4

U,
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712! 6-16. SIP Version &}

£14161DS 01.01.06.01 - Microsoft Internet Explorer (=[]
SIP Version
Information
Mame: McKinley
EID: 520359-324451
Connection Path: 1
Type: P52
Version
Application: 01.00.15.00
Boot: 01.00.01.00
Hardware: 01.00.10.00
FPGA: 01.00.06.00
Firmware Available
Application: 01.00.16.00
Firmware Upgrade In Progress for selected SIP...

4 SIPAAEE == Hd o Jadol =5 B A A 4 B E Firmware
Available € =of Bl m Utk (A A M A3} AFE 753 W o] goet
T HE 2ug ¢ glon AR A SIPE o] Ao 3 7hest
WAL R ohe ol = E 4 398

5 Load Firmware HE& &8 3t}

6 Hol Ha#Eel=t ]X_IL AUt dazEol=st= <9t Firmware
Available 73#} o} o] X3 WA %] 7} A% 2 Load Firmware H £0]
sHAYCG 419 0157} dad A dadel=rt e How 43
H A5 e = WA A 7 A E YR

7 ool =&zt Sipel vl 2~6 Al & REEE T}

8 ¢s¥EoW OKE F8 Tt

ALS AL SEH Mo

On-board Web Interface®] Status ¥2 =3 A A &4 AR A4S HA
e T UFUT A 713, A o] B o] 5o] A4 H SIPSF Al
H =408 5 S AFYUG AR AA A4 A4 QoE 2HE ) Q1 E # o]
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228 Abgekel S AL A @A) THE ALg Aol O AbE E91 A E 9] A
of AT HA L FE QETh AA G R 53 0] K o] e Fxah
A

18! 6-17. User Status =

#14161DS 01.01.06.01 - Microsoft Internet Explorer [ [=1<]
Fle Edit WView Favorites Tools Help d
Logout Help
»
Connections Status Canfigure Tools

F Status  Type Username User I Address path Server Name

O A KVM (exdusive) MurrayKilljoy21 172.128.116.143 13-12-1 engData £

F £ KM BobbieG 137.56.152.27 1-4 Accounting

O =] KVM NeilR. 142,155.143.19 6 QA

] SEA KM (active) Helenw 178.53.25.123 1-3 red-Jasper

O SEm KM (passive) ThomasG 134.65.126.67 13 MailServer

] KVM (secondary) ~ RobertB 206.143.34.8 16 red-Casper

O & KM Paulv 186.128.43.17 s englab 3

¥ M Pauly 196.35.42.13 s englab

O KVM (scanning) FloydF 117.51.62.5 2 Sales

¥ KM Patrick? 141.98.172.35 1-2 DRO

O =] KVM JosephT 184.28.112.34 12 XchgServer

F SE KM Cathyw 113.54.42.38 7 Public

O KvM Georges 133.102.142.45 4 Transfer

O KvM SandraT 133.52.104.65 8 Legal

O 3 KVM DouglasRt 144.53.35.125 3-5 OemSales

O KvM HowardR 131.45.27.53 5-CH4 Production

1 KvM OliverG 182.47.133.56 5-CH2 enaHardware [w]

AR AR AAE BowT
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On-board Web Interface ]| }\1 Status 515 =9 o AFE AR} Sl <A
A QR o gt H=o] YEhgy ot

AAE #S st o] o] AFE- Aol tf gt &l gk
Disconnect Session HES S 3t} A4S &

A7} ek e,
OKE 2 alo] A8 7e) AR L 25U,

B AR HEE BoH HEF £F0| WA A HFHo] ERFHCH
AMEXS HAS Z2 & U TS| YoM T ALZ X FO| EQIZS At
S+ elgLoh
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A KHEE)

On-board Web Interface2] Tools 8-S %3 Remote Console SwitchE A 5
g 4= Ql& Ul Reboot Remote Console SwitchES &334 AFg <
/\]-*C-’LX]-"ﬂ 7ﬂ A4 Z7] WAAF TS O, dA AFERE 2okt
11 5 A] Remote Console Switch& XH*?*% syt
Al ~ES A F-E sl i
1 On-board Web Interface®ll A Tools B 28 1t} Tools o] LYERG
(SR
2 Reboot HES S8 3Y T A FH & gkl st= WAIA] 7} e Y T
3 OKE ¥ st AF"E Yt

TlE‘——
-

Cancel& 28 5to] A7PS A% Tt

Remote Console Switch 72 A1 2! 22|

T3 2 o] = Remote Console Switcholl T3t 2 & A o] 5o Ql5Y )

o] /\éza Oﬂ = z};(] Sl ;Q SNMP pS) 7@ LDAP pS) 7(4 tﬂ NTP A& pS) ;Q o] 3L @'% 14

o} A g A e 4= 9l o Remote Console Switch= v} of 3}

A el A 29172 B eho] 5.0 2 PAsHA ol Huth

% 3 ANEXAY HEE T THY0| OF AR X} O O E{ ] O] A0 & ZE LT,
XHA| 8 & B = 126 O X| Q| "AFR K} T O| E{ H#] O] A &2|'S B RS A L.

Remote Console Switcholl A 74 3t -& &30 A &3

1 On-board Web Interface®| A Tools $1S &2 &1t} Tools o] Ve

ey

2 Save Remote Console Switch Configuration W&+ & 34T} Save
Remote Console Switch Configuration %] WEH L T}

3 (F4) Password Z =0l HUH FE 9] ¥ $F b5 Verify Password 2 =]l

HEAHSE oA gy o] HUHs = o] dolHHo|AE
Remote Console Switch@ #-¢& wj 2 3=ttt OKE &8 gt}
% 30 7 oo WM AS I HUHEI HQEHK U2 AR H|UHSE LEE

=
Zuoz 5 4 AU
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4 Browses ZEstal 7 LS AFT AXE FAFUT X7}
Save To & Eof] LA T}

5 Saves == 34T

6 Remote Console Switchol| 4] T4 3t -& o1 11 Yok YA o AFEY
th 23 EAFo] AP YT

7 &5EoH™ ¢l ¢RE gt wHAA 7 HEFE YT OKE 2
sto] F Ao % okt

T 34 & Remote Console Switch®= &

1 On-board Web Interface 4] Tools
Sh=

2 Restore Remote Console Switch Configuration M= =¥ 3 T}, Restore
Remote Console Switch Configuration o] YEFE U T}

3 BrowseE EY3to] AE 4 A S 5T X E ZE5UHh oY
o] 5 4 71 9] %7} File name & = ¢ YEFHH T}

4 Restores =2 Ut} Enter Password o] @5 Y.

5 (wA) 748 dolguo|Art AdE v v vdHEE ok
OKE &84t} Remote Console Switcholl 74 3t o] 7] & Ut}

A wAF] AR
|

sk H:
= Y Y Tools o] Wb

K4 &3 74 0o 1UHE S TSR 2 Z 20 E Password ZES o=
= & UFHL
6 71=o] 4RHE, 75 455 gelstebs WA A7 e T OKS
Zelstol 7 shwl o2 Hoghict

AFZ A} IO|E{H|0] £ £

AFE-2}F glo) B H|o] A~ 3+ o = Remote Console Switcholl A &33 BE
AVEA A o) DzUIEk ALEA A dolE Mol 2 )2 A ek A
G2 AR AL S A A H o ZA3Fe] T Remote Console Switchel] A

HeAE TAE 5 AU

B & AasxAdy oge gsstie| 2o 0Ye MAE [ HUHS S &Y
state ZEZEJFLIENLICL TS M ZX(0f 7| SE 1) o] H|LH S S CiA| ¢
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Remote Console Switchol| A AF-8-#} g o] B H| o] A& A &3 .

1

On-board Web Interface®l| 4] Tools %12 & & &t} Tools o] LEFH
ISh=

Save Remote Console Switch Database H &5 &8 3+ t}. Save Remote
Console Switch User Database *3-©] YEFg L T},

BrowseE =3t AFE-2} dlo]EH W] o] A U & A3 Q)X & 25
o} #1217} Save To 2 =of] A YT

SaveE =2 Ut} Enter Password o] Ut}

Password ol v 5 & §) ¥ 5kl YA Verify Password =] v]'d
HEE A dgduc) o] u|dHETE o] do]E o] AE Remote
Console SwitchZ 938 w] 2yt OKE 28 &Yt} Remote
Console Switcholl A AFE-2} glo]EH|o] A 1S ¢lo] x| #%
Ut 38 EAEo] AP YT

drEgod 87 45 E ERlsts wAIA 7 YEREUTE ¢]7] s
7} &2l Save Remote Console Switch User Database o] @3] 1L
Tools & © 2 Fol7iy ).

A2} glo] Bl s o] 2 3} & Remote Console Switch® £ s} .

1

On-board Web Interface®l| A Tools = &8 gt} Tools o] YEFH
Yt}

Restore Remote Console Switch Database HHES &2 34t} Restore
Remote Console Switch User Database #-©] YEF Yt}

Browse S =95l AFE-A} HlolEjHo] A vl o] A $1X] & g5t
Ut 3+ o] 5 % 71 91 %] 7} File name 2 = ¢l YERE Y T}

RestoreE 2 gt} Enter Password &o] &1t}

AFEA; dlolE o] A7 AE w frE YT E gyt OK &
238t} Remote Console Switcholl AF-&2} do] gl o] A 1} o] 7]
ST 18 TA|Fo] BAIFH UYL

7150] dnEHW, 7| g5 E st WAIAZF YEFE YT 227
25 7} 891 = ' Restore User Database File &-©] @3] 1 Tools J 2.2 =

oFg
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o > =

#l QI A MX|

A Q1= E AFE3FH On-board Web Interface®l] @1 Al A& wm}c} Remote

Console Switch& A F & + U= A AAHZE XS I glo] ¥ B4
o A1 On-board Web Interfacei sz 9\}1)5 ok S QA AA S

AR5t A A E OpenSSL JISA & vh= 5 3155

9 AN E A5l

H
¥
o
D o
b
g

1 On-board Web Interface 14 Tools 88-= =¥ Ut} Tools &-°| YEFEH T}
2 Install Web Server Certificate HES =33t} Install Web Server

Certificate o] UEFH Y T

12! 6-18. Install Web Server Certificate £t

Install Web Server Certificate

Install From: @ Fields O File

Fublic Key Length:

Common Mame {CH or FQDM):
Organizational Unik (0L
Organization Mame (O}
Lacality Mame (L)t

Skate or Province Mame {30
Country Mame (C):

Email Address (E):

Validity Term {days):

Iniskall ] [ Cancel ]

< >
&] Dore & Lacal intranet

3 Fieldss A ®slal thy Al FHS 5 At
a  Public Key Length: ¥3}= 15412 H|E 94t}

b Common Name: AH§7+¢] ol 4]t} (o] 21 & FE 1
"Company_Name Certificate Authority"9} 0] 24 gt o] F-&

¢ Organizational Unit (optional): Z22] ©9] o] 5 (el vpAI®) I ot
d  Organization Name: 5 F¥] %] 932 22 9] 351 74 o] F Yt}
e Locality Name: &2} ©] 9] %] gk =AU T},
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f  State or Province Name: 2] 0] 9] X] 3t Zokw %] ok Al/Z= Yt}
g Country Name: 3l & =7}9] 24+ ISO =<k Ut}
h  Email Address: 91218 CAQ] AA} | =AYk
i Validity Term: 1541 9] & 717HL) 4 o}
e
File% ’ﬂ‘?‘if&‘:}%ﬁ* S ‘1 = H
4 Installs S8yt ¢ 18945 22 S U3 IP
On-board Web InterfaceE tHA| A1 8Y
K ZE3:sA Q5 1Y S 74 S Z2 On-board Web Interface S 413 51= f | cf
N=IHEE o+ AsLCH
5 WA 7} e 85k JISA & Elstal A Ao w1
Root Certificate Authority FH 2 7FA 5 Utk 154 7F A8 S
ASA Z7F A E A 5T

-
PDU Zt2|
On-board Web Interface®| A A== PDUE A|oj& 4 HFUth
Remote Console Switch PDU 2 E = = tf 971 2] PDU7} A9 Yt} PDU
A YL o] &35} ARV PDUC A4 AU X E A7), 117] W H
o 11718 4 Y T
% Z31: 0] 7|52 2321DS Remote Console SwitchOl| A{ 2+ 0] 8 7t &Lt
% Eh31: x| 25 = PDU S £ 2 dell.avocent.comS & TS A 2.
PDUE /8l H.

1 On-board Web Interface®l| A1 Configure 515 &8¢t th-3 PDU &5 9]

Y% Ao A PDUHTE S8 YL}

2 HAAEPDUE 284Ut PDU settings o] AUt

A
-

3 PDU settings g4t A PDU o] 55 WA etaL 7] A A13+2 A4 8
H A7 B E &4 £ 1|24 813 Inlet Parameters 2 = ol 34~

amp D H o ampE A A T h
PDUC A8 ¥ A5 g sk =

1 On-board Web Interface | A Configure e 28 v PDU 52
A% doA PDUHTE S8 YT

lo
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2 A~ PDUE S &Yt PDU Settings go] @ Ut

3 PDUC 4¥ FA H52 B Outlet Settings =S 29 1t}
o] =+ PDU Settings 2] W el 315Ut Outlet Settings o] &
Hy o

4 FHE o5& A vy dAE Tk
a Name FollA WHAT ZAE gt F3E5 9Tt Modify
Power Outlet Name &o] &3 Yt}.
b A7 Y 45 Servers 22 ¢ thx 3£ 9] Server Name & o] 4]
g FqEs S5t o] FS Adyr}
e

A2 7F AW 7} obd A% Other Device S 29 ¢t -5 Name € A~ E
A Aol A A I AEE o] H sk}
¢ SaveE 23 U5 CloseE =8 359] Outlet Settings 30 % 57|
=g
5 19 A7V 4SS HAE A sk ZAE ] Ul st Power-On Interval
Gof| A B|AE AFate] gh(x)S dE @yt
6 Saves =t Closes E3519] PDUs 0 2 &7t}
PDUC A4 Fx 2] A& AofsheH:
1 On-board Web Interface®l 4] Configure ¥-& =93 th5 7F& 24l
EE25 B 9% oA PDUs ofgi ol £ 8 Outlets 31 HF

E
=
=
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K
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¢ Upgrade Remote Console Switch Firmware ¥ &5 &2 4t}
s
Aol =str] Ao 4 AF S ALt YesE S 9 AU
d Firmware Upgrade 3} 4217} YEb Ut TFTP Servers &AM E
AdEskar gk o] 53k v E 2] §1 ARt ofy e} o) 7} A7
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7 "ol Zeo] el A ¥3td Completing the Migration Wizard o] & ¥
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e
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8 FinishE 29 3to] Wizardg TEFUH
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£ 4 35U} o)A, On-board Web Interface S AF&3}0] A2 &5 T
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Resync Wizard A}
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dolEH o] A5 F7] 8t
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RSA 7]R17], 512 v E o] =1 A4 843

.......... e o th SR ST S

..... o T o o SO

et 65537(0x10001) Y T}
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File name
Subject
Issuer
Validity Period until
Serial Mumber
MD5 Thumbprint
View Certificate Send
HE Jere
Browse Q15A w1 & M Elet 5= 9l File Chooser Tl 3} 44+
Aol JI5A Y& 5t
QISA ®7] & A Remote Console Switch 154 & EA] Ut}
Send Remote Console Switch® Q1ZA4 =S By},
Cancel st daE g5y
AFA S 2olA] A 5 AT AFAL el 7 ol EAHE AL
A= JATAE AA o A5+ AdsHT
u= e
File Browse(File Chooser) HES AF-3] A Q1S54
g Az 8 olE
Subject A JASA 9 AlE
Issuer ASAE dgsh Al 25 1<
Validity Period ASA =& 717
Serial Number oz JdHA WD
SHA-1 Thumbprint A Z A oA =25 SHA-1 A &
MD5 Thumbprint QlZA A EEE MD5 A&
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221 x|t A|ZE

W o geaEY EF R Qs LDAP /150l Lﬂﬂ] g A9 A
el 7182 A gk A7 30x9 =29l *1]5}/‘17}71*01 HUoh 2191
A AT A7} Login tH8F Al A OK HES F8 H—rEi AR 2
FH ol §ls wWi7bA o AR d Y | of| A £ o] ghs AFE-3l LDAP
QIS Q3 Alsk A HE A sy o}

On-board Web Interfaceo| A 2191 #| 3t A1 7+ X g 5] A

Bl o

1 Configure = = $F U5 Remote Console Switch - SessionsE =& &

Yt
Login Timeout "7 A] Al 7HZ ©9)) = A8 FH T
Saves S8 U}

12! 8-5. On-board Web Interface - 2121 A| 8t A|Z}

©]4161D5 01.01.06.01 - Microsoft Internet Explorer [ =<
e Edit View Favorites Took Hep =

Logout  Help

Us
Alfred E. Neuman

Remote Console Snitch Sessions
Configuration
Video Session
[]-Remote Console Switch
T Session Timeout: Enabled [20 [+] Minutes
Sessions Freemption Timeout: Enabled [0 %] Seconds
wirtual Media
it Encryption
S —— Video: 128 DES 3DES AES
[ Users Keyboard/Mouse: 128 DES 30ES AES
© ' Override Adnin Ee
u} SNM:BDS Sharing: Enabled Automatic
L Servers Cannections: Exclusive Stealth
SIPs Input Control Timeout: Seconds
Tiered Switches 2
: ogin
[]-Versions
SIP Versions Login Timeout: Seconds
Inactivity Timeout: Enabled [30 ] Minutes

Reboot Required
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P&%m%ﬂﬂﬂCAmzHﬂieJﬂgéﬁuﬂ%kﬂAMQM
B} 3 S Aol A A&, el vl 57 7|7 do] B 7 TA H A EFU T

v CA QISAM AR7F A5 = oot
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Zebol A=A CA AFHE FA ol the = =gtk
Ay Z& 2 v oA A 8 &3kl LDAP CA 9124 = FA| &t}

Ao v 22 R FF o] BAIHYH

RCS

o

D 1 AW N =

~

Begin CA certificate information display

subject= /DC=msft/DC=ldaptest/CN=MyCertificate
issuer= /DC=msft/DC=ldaptest/CN=MyCertificate
notBefore=Dec 7 20:09:56 2005 GMT

notAfter=Dec 7 20:18:34 2010 GMT
serial=7BA146C0221A08B447B989292074329F

MD5 Fingerprint=
CB:6D:70:30:31:E5:1B:C0:90:BB:DB:32:B2:C9:D1:5A
End CA certificate information display
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HAE T2

A& v 55 A e g o

WAFHE 092 0 2% wrE 25y £48 e

23 B Add

=

tlo] € A3 Hz] (DEP) §1-5 A&l g}

d| o] €] A3Y ukz] (DEP) S 243 ¢ Windows Z213) 2 xu]2ojqt
A4 2] @ W ES Aelg)

gel s Y3

A 2~E &4 O3} A Abol| A Bl s thA] st
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F+30: KVM Appliance Privileges 2QI2H0A SHLp O] A9 S22 MEAST
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Switch0f| 212
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% Fh33: Americas2t ZH2 NetBIOS = QI 0| E2 Al st £ lo D 2 x| et 4 Qf
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LDAP TES 912t CHY X 0I5 XY 27

U @57 WAA 7 YERE A5
Login Failure. Reason: Access cannot be granted due to
Authentication Server errors
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168 | Remote Console Switch & LDAP 7| &



=
3 839 AF 3} thgo] A nof Ygvh

I 8-3. Active DirectoryE %su RCS Al2: FAQ

o] 72 EEAEe| AA S+ Active RCS Active Directory # 2] ¢ 185

Directory S A}-8-3}%] Remote Console gd FYPAEQ T ETl A
Sw1tch°ﬂ Zask ¢ 9lEY7k %@"/] =3

Active DirectoryE AF8-8F Remote o &3 R E o A AFG-A}, SIP %A
Console Switch Z1%10] &3 = WA, A4 WA F oA Remote
(5, LY AEQ md HEE#7} Console Switch F 8] Z 2 A Ao A

Microsoft Windows NT® 4.0, Windows AR EE R E A= TU 3 |
2000 = Windows Server 20033} 22 Qlof glojok gy},
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Al sof gzt Al E A
st ™ o2 A sk g 7te

o] ZAIE sl d s A 2.

el o] 58 A e o 22
dloJEuo] A7k ARE-H Utk AD Q1%
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Remote Console Switch Active Directory
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HEA2 EZ|E7|H0{7|EE L OIRA HIZ 717 [(AIS)

=% ok

A% sx 7] 71EY A8 S HAA A dAl AL AR Y= wEY utE
s A9y

ol shatat 7] V1= A 8-S FH A dAl A A4 RSNl ]S
ol ==& Mgt}

A go] ~nt A ZAXTF e R B8 Aol de/de H ATt

Enter 7] EAXTF = wEE H Dol 48y &Y &0l Q)
T 2ot LAY == 5F¢] o] glod ol A%
F3stA Lyt

Home 7] 7Y AEE Hasty FE =28 A9

End 7] 71 AYE FHistn EFof| niA O R TAE =S5 A
ot

EA3 EXSEoCistIIE=E L OILLA SE

=%} oy

Enter 7] £+ Agsk 2] 9 7|2 548 Al AU

Return 7]

A% AR 7] AA DAY S ALty A 9SS Y E o] mY

ol & sttt 7] A AES Hasty AE J9E o & ol & o] FF )

Page Up 7] A A FH A5k $h Ho]A] Y2 AFESH U Flo]A] 9
3 gS A8yt

Page Down 7] @A A 8& F&sbaL gk o] #] ot = 253 v # 0]
o] wpx|u} 55 A e gt

Delete 7] AR 7152 3 EH ot Edit->Delete #1571 53 59 8 52
< Yy}
A W82 dld s FxsdA e

Ctrl + Home — ZAA9 A oS golE 3 o= o Yt

Ctrl + End AL} Y GG ol B2 wpx|ut s 0 7 o] F-Frt
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Ak 3T
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ERE
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=
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TCP 2068/8192  Video Viewer BT @ 7| BT w}$-A A2z} 1% 9 714 )
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= C: MIB ! SNMP E&Y

o] =& Dell 2161DS-2/4161DS/2321DS Remote Console Switch=
9ol 7129 o) A n dol (MBI A 2oix) 43k AnE A 57
Yt} o] ArgAe] A2 MIB 25 ol wet MIB 7] 2] 7 & o] AR5 = §-¢
of thal A ul g FTh IPvt EE PGS AEaHs E<k MIB-11 2
MIB o] EjH|o] 2o A8 4= Q71 [Pv4 = [Pv6 54 EES F71E

+ st
MIB= SNMP efo] A E e 3]
oAyt oA HE sk
Sl
Remote Console Switch MIB 7 2]i= Th+3 RFC(Request For Comments) ©]l
A e o] e AAE AR E Yo

e RFC-1155-SMI

Fe o} o= ¥ ZHA ol gk 71 vlol E v
&2

A9 449 P ANES 2 R

b

TCP/IP 7]HE Q1 1Yl AF8-S Q)3 ha] AW g o o3k ddbA el
Z 9 28 A A S A}

e RFC-1212
7vA3kal A 429 MIB RES w5 7] 93k g 218 A sy

e RFC-1213-MIB
TCP/IP 718 VI E AN WEY T #e] ZZEZT T/ A3}
3k Yl 5= MIB-11E A gy o}

e RFC-1215
SNMP %5+ Eql & A
FEu

A Remote Console Switch MIB:= 74| ID 1.3.6.1.4.1.10418.3 0. 3£ A

H=d of7]ell= 28 C-1o 3AIE A3 2ol sH9 Eg] dsProducts(l),

dsManagement(2), dsOEM(3) 2 SNMP E o] 323t}

ol

Far A EfE G o] f1 g ks Al
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18! C-1. Dell Remote Console Switch MIB | A|

2161D5-2/4161D5/2321D5
13.6.1.4.1.104183

dsProducts
1.36.1.4.1.10418.3.1

dsQCEM
1361411041833

dsDELL
1.36.1.4.1.104183.31

dsSIP

1.361.41.104182.31.2

‘ SNMPv1 E@ |

dsManagement
1.36.14.1.104183.2

dsTrapObject
136141104183286

SysObject|D
1.3614.1.104183.1.14

| SysObject/D

1.3.6.14.1.104183.1.15

dsProductiD
1.36.1.4.1,104183,31.1

MIB 1&

Product ID 1 &(dsProductiD) 1.3.6.1.4.1.10418.3.3.1.1

Product ID 15 7IA= & C-1° EAH 5Y . Product ID 152
@] Ao A o] Remote Console Switch®] AZQA, = A& HA 4
o) Mg L3kAl A E sk o AHEE Yt Product ID 15 1Al 1
P A T FA o] Al AR A 8] theksh sFE o] W AL E g0
TA QA4 B e B Hd BYA Aso® A5k d 8%

e,



H C-1. ProductIP 15 7HA|

A =& A OID

dsProductIDDisplayName =] & o] & (UTFS) 1.3.6.1.4.1.10418.3.3.1.1.1

dsProductIDVendor AE ZFAA o] = 13.6141.104183.3.1.1.3
(UTFS)

ProductIDProductVersion H-& |3 # & (UTFS) 1.3.6.1.4.1.104183.3.1.14

dsProductIDDModuleF D 25 #H¢o] | &2} 1.3.6.14.1.10418.3.3.1.1.5

WVersion 4 (UTFS)

dsProductIDMainboardF wj¢eln = H o] d & 1.3.6.14.1.10418.3.3.1.1.6

WVersion 24 (UTF8)

dsProductIDStatus A MIB W51 1.3.6.1.4.1.104183.3.1.1.7

dsServerStatus & Y8Z  gsproductiDStatus
Hhg o2 AFE A G

2 B} ok (3) AlFe] #-s F AT
dsServerStatus
ready (1) unknown (2) A& Als 5

ol a7 S5l vh

startupInProgress (2) B
non-critical (4) #| %2 &
Al s el = Fol

subsystemUpgrading (3) ™ Z%3&}#] 5o}

l(dbMSGSUbSyStGHlFHi]UI‘e (4) non-recoverable (6) '8‘} -Or] /\]
el mabol A 4]

Ao HFH R A
videoSubsystemFailure (5) ?—]-x] ]o?gjq?:]_o °
1wy -

non-recoverable (6) 3¢ Al
2o o] Ay FF
Tk AlEol A o A
sk ekFy T

(UTF8) 1.3.6.1.4.1.10418.33.1.1.2

N

dsProductIDDescription | 3% %

i
l
of
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A 7 a2 OID

dsProductIDVendor AZ FEFUA o] 136141.1041833.1.1.3
(UTFS)

ProductIDProductVersion & )3 2 (UTFS) 1.3.6.1.4.1.1041833.1.1.4

dsProductIDDModuleF D 2 & #H o] ] A %} 1.3.6.1.4.1.1041833.1.1.5

WVersion <& (UTFS)

dsProductIDMainboardF el R & 9o WA 2 1.3.6.14.1.10418.3.3.1.1.6

Wersion A4 (UTFS)

dsProductIDStatus A} MIB ¥ 4291 1.3.6.1.4.1.104183.3.1.1.7

dsServerStatus &] w8 &
HFEF O 2 A3 25 A
= Rugyrh

dsProductIDStatus

ok (3) Al&e] 2E T Uyt

dsServerStatus ready (1)

startupInProgress (2)
unknown (2) A& AlF 5

(e} PR3 ?6]:'/_\‘ )
subsystemUpgrading (3) ™ #gshA] eksytt

non-critical (4) A< &)
Al & fdadel s Fol
o 255 @it
videoSubsystemFailure (5) non-recoverable (6) 3} Al
I ER RS
ohAEol R ow 4%
&) ke
non-recoverable (6) 3F9 A
2wol] 1ol Al A%
th AlFo] YA o w A

544 ¥ e,

kdbMseSubsystemFailure (4)




SIP 1= (dsSIP) 1.3.6.1.4.1.10418.3.3.1.2

P2 23 9om SIP FY, S8 Teaw @ sae] s e
Remote Console Switcholl 9174 ® SIPof tf st A B & x kst

HC2 sSiPadEIHA

A =& oY 0ID

dsSipTable SIP A K7} £3F5]o] 13.6.1.4.1.104183.3.1.2.1
R Y.

dsSipTableEntry SIP %9 g=elut}, 1.3.6.1.4.1.104183.3.1.2.1.1

dsSipTableIndex SIP ¥ ¢l& d&=5 136141.1041833.1.2.1.1.1
Lreb = 3 el
dy et

dsSipTableInputPort olg] ¥ E W3¢ 13.6141.1041833.1.2.1.1.2

th. SIP 7} A E = o
NE EEF L

e,
dsSipTableEID SIPS EIDY YT 1.3.61.41.104183.3.1.2.1.13
dsSipTableBootlmageVersion SIP ¢] - E o]n] %] 1.3.6.1.4.1.10418.3.3.1.2.1.1.4

A (UTFS) Yy o,

dsSipTableApplmageVersion  SIP 2] $-& 7 73 1.3.6.1.4.1.104183.3.1.2.1.1.5
ol vl %] W (UTF8)

Pyt

dsSipTableHardwareVersion — SIP @] sl=¢jjo] Bl A 1.3.6.1.4.1.10418.3.3.1.2.1.1.6
(UTF8) 4yt

dsSipTableStatus SIPS] AFeEledycy. 1.3.6.1.41.104183.3.1.2.1.1.7
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SNMP E I O

o] Aoj| A= Dell 2161DS-2/4161DS Remote Console Switchell 4% WS4
£ AUt RCSoA ] olHIEl] 93] AAH EFY T A He et
F7FARE AlegUh s A= E AL S A8 223U 7iA)
LEgow nuAY oE o e e 5 gy

o
‘|

AZX} OIS

WS o] & dsTrapObjectUserName

OID 1.3.6.1.4.1.10418.3.2.6.1

v o Al E9 2io] WAlE AFEAe o] B2 AW e 9
& Edlo] AEgUct EW 7o) 24 LE(OSD)o| A 9 2
A Az AR o] A ghe v AL Yy
local port

T UTF8String (SIZE (3.16))

CH& AL X} OIS

W o] & dsTrapObjectTargetUserName

OID 1.3.6.1.4.1.10418.3.2.6.2

a9 o) AL =8 o] HAH L A ALE ALY ol FE A
a7 $l8l = 2ol A4 ok

T UTFS8String (SIZE (3.16))

0|0|X] 7

W o)l & dsTrapObjectImageType

OID 1.3.6.1.4.1.10418.3.2.6.3

4 o] MA= EY x31o] BT AT E o] ojn| A9 {FH S
Ael] 9lo) Ealo] A5t

5 UTFS8String (SIZE (0.64))
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M OJOjx] A

W o5

dsTrapObjectImageNewVersion
1.3.6.14.1.10418.3.2.6.4
UTFSString (SIZE (0.32))

o] 7} A= Remote Console Switch 7} G 21 d| o] Ex &= A A3
9o} o)A 2] WAL 7] ) = el WEHUTH

2ixH o|Of x| X

Mol &

OID

10
ol

4
i

dsTrapObjectImageCurrentVersion

1.3.6.1.4.1.10418.3.2.6.5

o] 7} A= Remote Console Switch7} @A A8 =0l AX E g
of olu] x| 2] WA A al] 98 ol AEHUT
UTF8String (SIZE (0.32))

o|o|x| Hazol=

Zn

WS o) & dsTrapObjectImageUpgradeResults

OID 1.3.6.1.4.1.10418.3.2.6.6

Ay o] /§A= FTP, TFTP 25 ASMP ©|n] %] §] 18] A&
Basty] 98 Efe] dEdu

T& UTF8String (SIZE (0.64))

MM ID

WS o] & dsTrapObjectSessionldentifier

OID 1.3.6.1.4.1.10418.3.2.6.7
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MMID

a7 ol MA= ER) Z7lo] A H = AIAE A3ty 9]l Efel
AEH T A H o] u01 de A A= Aol A o) 5ol 7
o] H1 19 A k& Af-olle A AA AET ghol FUt
frol dd AR A5 v 22 F4 S 2 gy
SIP s: Channel ¢
01714 sx= SIP¢] 1D°]U1CL AT s 294 Ad Mgyt
(BE ~91A7F 3E B 0).

T52 UTFS8String (SIZE (0.32))

SIPID

W o] & dsTrapObjectSipld

OID 1.3.6.1.4.1.10418.3.2.6.8

a7 o] 7hAl = ER xxdo] A H = SIPE A 6] 9l E ol
AEHd

T UTF8String (SIZE (0.32))

CiS 7o £221%1 D

B ol

dsTrapObjectTieredSwitchName

1.3.6.1.4.1.10418.3.2.6.9

of Al 9 o] MAHE T T4 A4 2 Aua
7] A8l Eqe] A

Syntax UTF8String (SIZE (0.15))

ChS 74 291%]
0|H D

EESE

dsTrapObjectOldTieredSwitchName

1.3.6.1.4.1.10418.3.2.6.10

ol WA= ol 5ol WA HE vg A 29A 9 od ol F& 4
k7] el Eqiel dSH Y.

UTF8String (SIZE (0.15))



dsTrapObjectServerName

1.3.6.1.4.1.10418.3.2.6.11

o) A B3 210] AT = AHE A el] fla) Bl
A5G,

UTFS8String (SIZE (0.15))

M2l o= ID

WS o) & dsTrapObjectOldServerName

OID 1.3.6.1.4.1.10418.3.2.6.12

4 o A o) go] WAR A9 ol F o] B & AWay] 98] =
Aol AEg

T& UTF8String (SIZE (0.15))

2 0|F ID

WS o) & dsTrapObjectFileName

OID 1.3.6.1.4.1.10418.3.2.6.13

ek ol /A= ER 2ol BAAH = 9 9 o] F& 4] f8f
Edo] dFHtt

57 DisplayString (SIZE (0.12))

Belof ArE

WS o] & dsTrapObjectFirmwareCondition

OID 13.6.1.4.1.10418.3.2.6.14
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E Ao HEY

ek o] ERY WA A= &8 2 I kg 98 dlojEj s} &
el lFUT AR A Bk Al S A% e T
7] S8 mekE A Th 2 AR 5 EAE A st 18 Al
THE HdoE AAska Efjo] HE B E 5 Sl sfof
Sy
Yee Fa, 37 0 9 e Zo] A7 E Dell S8 T2 13
HALA] 2L T v A A vl ) e s 9o 7F ZEA 8ol B
WS A5 o] 9 F Aol upel ehebgy o

5 OCTET STRING (SIZE (0.64))

x| 1D

WS o] & dsTrapObjectDeviceld

OID 1.3.6.1.4.1.10418.3.2.6.15

a8 ol A= ER o] BAE = AR E ey S8 Efel
A5,

T UTF8String (SIZE (0.32))

41/ 45 HEl

WS o] 2 dsTrapObjectAlarmCondition

OID 1.3.6.1.4.1.10418.3.2.6.16

2Ty o] WA= E) o] A= FA o the A/ AR E5s
A7) 918 Eglel A5
R B RS 245k OKe AH7E 25 55 vebdy

TE SyntaxINTEGER {alarm(1),0k(2) }

dsTrapObjectAlarmDescription
13.6.1.4.1.10418.3.2.6.17



dn /3= 49

Ay o] MAl= EFY o] BAE Fy e F R A

T2 UTFS8String (SIZE (0.64))

AR AIE &

=

W o] & dsTrapObjectLockReason

OID 1.3.6.1.4.1.10418.3.2.6.18

2y of A= AH&AF A o] 7= dds Arstr] flal ERel
A5

= UTFS8String (SIZE (0.64))

AR AIE &

= ol x| 242!

WS o] 2 dsTrapObjectUnlockReason

OID 1.3.6.1.4.1.10418.3.2.6.19

a8 o] JWA= AHEAF Al o] Al E = A S AR ek 9l
E g6 49U

T UTFS8String (SIZE (0.64))

IPEX

WS o= dsTrapObjectIPAddress

OID 1.3.6.1.4.1.10418.3.2.6.20

2y o A= E 7o WA= P FAE AEsE] 9l EF
o W55

5 UTFS8String (SIZE (0.256))
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SIP O|O|X| 2{12j0|= Z 1}

WS o] & dsTrapObjectSipImageUpgradeResult

OID 1.3.6.1.4.1.10418.3.2.6.21

273 o J|A= SIP o WA g rellol = A5 Harshy] g8 ERel
A%

5 SyntaxINTEGER {
sipUpgradeNoFirmwarelmage (1), -- No firmware image present
sipUpgradeLostContact(2),  -- Lost communication with the SIP
sipUpgradeFailedRestart(3), -- The SIP did not restart after
upgrade
sipUpgradeFailedVerify(4),  -- The SIP failed to upgrade to correct
Version
sipUpgradeSuccess(9999) -- Success

¥

SIPO|O|X| F&

W o] & dsTrapTrapObject TypeOfImage

OID 1.3.6.1.4.1.10418.3.2.6.22

v o] A= Ed 2710] BAE AxES o] o]n A HHL un
a7) 919l = glel A4t

5 SyntaxINTEGER {boot(1),app(2)}

Jrd oicjo E20|2E AN A 2=

W o] 2 dsTrapObjectVirtualMediaDriveAccessMode

OID 1.3.6.1.4.1.10418.3.2.6.23

4 o A B Zgio] WAlE 07 714 mefo]u g} e oy
2 RES B sy 98 Edfel AFg

= SyntaxINTEGER {readonly(1),readwrite(2) }



1At O|Cl0] Ejo|= S8

WS o] = dsTrapObjectVirtualMediaDriveType

OID 1.3.6.1.4.1.10418.3.2.6.24

273 ol A= EF 23] AT 94 7P Eefol B et dvbe 79
= Hashy] fe Efel] dEguh

T& SyntaxINTEGER

{floppy_memorykey(1),cd_dvd_rom(2),generic(3)}

o|O|X| azo|= Hau 3=

WS o] 2 dsTrapObjectImageUpgradeResultsCode
OID 1.3.6.1.4.1.10418.3.2.6.25
A o] JHAl= FTR TFTP B2 ASMP o] v A QO do|= A%4E B

at7] 91l Egiell dEguyt
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O[0IX| 211 I0|= Hat Z= (A% )

T SyntaxINTEGER {
imageUpgradeTftpNoSocket (1), -- TFTP No Socket
imageUpgradeTftpConnectFailure(2), -- TFTP server TFTP
connect failed
imageUpgradeTftpRequestDenied(3), -- TFTP server request
denied
imageUpgradeTftpBadPacket(4), -- TFTP err - non-data packet
received
imageUpgradeTttpOOS(5), -- TFTP err - too many packets

out of sequence

imageUpgradeTftpTooBig(6), -- TFTP err - transferred data
exceeds file size

imageUpgradeTftpTimeout(7), -- TFTP err - timeout during
transfer, retries exceeded

imageUpgradeAlreadyInProgress(8), -- Update already in progress
imageUpgradeCannotStart(9),  -- Update thread did not start

imageUpgradeMemoryError(10), -- Update memory allocation
error
imageUpgradeTftpProtocolError(11), -- TFTP protocol error

occurred could not complete transfer

imageUpgradeBadType(12), -- The Image type does not
match the region (BOOT or APP) to update

imageUpgradelnvalidAppDowngrade(13), -- Invalid downgrade

version

imageUpgradeChecksumError(14),  -- Checksum Error

imageUpgradeFlashError(15), -- Flash Error
imageUpgradelnternalError(16),  -- Internal error
imageUpgradeFileNotFound(17), -- File not found



o[0jX] Hazlo|= HH A= (AIH)

TE (A1) imageUpgradeBadHeader(18), -- Invalid image header
imageUpgradelncompatibleHeader(19), -- Header is not
compatible
imageUpgradeTftpXferFail (20), -- TFTP transfer failed

imageUpgradeTftpSviNoResponse(21), -- No response from TFTP

server
imageUpgradeNetworkUnreachable(22), -- Network unreachable
imageUpgradeSuccess(9999) -- Success

¥

MIE{Z 20| = E

SNMP E #1-2 o] A EV} ] AHo] o] £23t A AH o|HES &
gk 5= QA YTl SNMP o] 28 X2 13o] SNMP Ef S Fa Al A~
gl o] Wl E A3k 4= QA s17] fElA e #HE &8 ZZ 130l Remote
Console Switch®] 7§A] o] & 4 738 & <olol gt} MIB E©] o] = 7}
A ekl o7]elli= RCSeIA RS Al Fstes 2t & 5 3
v W7 28kE o] QY

o] el A= Dell 2161DS-2/4161DS SNMP eflo] A E o] o]3] A == E
Ae APk EC39A Ayst dExglol= EfE OID
13.6.1.4.1.10418.3.2.6 0.2 A ¥ ¥ = MIB SlE] Zglo] Zof %3} 1843 0]
Z] 2] "SNMP E = 7| Al 155"l 23] Sl E Mo} 34 &gt

>
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HC-3. HEIZZ0|=HERY
Etl

W EWHAR  NZE 43
ID
1 The Remote K Remote Console Switch7} A F-9 & 11 ¢l &
Console Switch =
p [cbooting AR L A AR o] 5
omman dsTrapObjectUserName©ll #1735 of Q151 Tt
issued by
user: %s.
2 User logged into A 1. AF-8-2F7F Remote Console Switcholl 2 1¢131
the Remote ey
Console Switch. . =0
21 AFER S o] B2
User: %s. dsTrapObjectUserName ] #]7= o] lF5HTH
3 User logged out 7 1. A]-Q—Z]J]- Remote Console Switchol| A & 10}
of the Remote L=}
Console Switch. 20} 5 Afaxle] o] 2o
User: %s.

dsTrapObjectUserName©ll #]7¢5] o] gl & T},
4 Video session AR Bl t] @ Al A o] A ZE 9T}

started, Aol A28 LA o) F

User: %s. dsTrapObjectUserName ] #1745 o] Q151 T

Server: %s.
A IDE dsTrapObjectSessionldentifier | #]
o] AFU

5 Video session AR v t] @ Al Aol A H A5t}
stopped. Aol AR L AFEAL 0] F-&
User: %s.

dsTrapObjectUserName©ll #1735 o] Q151 Tt

A/ IDE dsTrapObjectSessionldentifier ol #]
A0} et

Server: %s



Ed E-MHAIX] &A= HY
ID

6 Video session A K. T2 A Afof| 93] vt] @ Al o] 8 E
terminated. ZUt).
Command AHE E2AT) AR o] 2L

issued by user: dsTrapObjectUserName ¢l #]7g- 1t}.

Ao ERH AR o] F e

%s. Terminated

user: %s. N
Server: %s. dsTrapObjectUserName ol #7= o] 915Ut}
A/ IDE dsTrapObjectSessionldentifier | #]
o] glgiet
7 Viewing started % 1. 2 L E AFERTF AW B2 A2
on the local port. Yt}

Server: %s. M)A D+ dsTrapObjectSessionldentifier | #]

o] lFU T
8 Viewing stopped % 1. 27 LTEALEAZL MY B E FAAE
on the local port. Yt}

Server: %s. A/ ID+= dsTrapObjectSessionldentifier ol #]

o] Ut

9 FTRTFTR or A R® Remote Console Switch7} FTP, TFTP 1= o]
ASMP image u] 2] 2] ASMP 1ol =5 Al &Fa 5y q
upgrade started. FTP TFTP fE2= ASMP o] u] 7] §] 1¢]o] ==
Command A 28 A} g 2}O] o] 2o

issued by user: dsTrapObjectUserName o] 2235 o] glFUHTH
%s. Image type:

%s. New version: el = Fel o v A F

%s. Current dsTrapObjectImageType ol A 75] o] QlF T}

version: %s Remote Console Switch 7} 9] 71l]o] = %<1 ©]
1] 2] #H& dsTrapObjectImageNewVersion o
At

Remote Console Switch7} @A A3 %<l o] w]
A] ¥ A2 dsTrapObjectlmageCurrentVersion
ol A 25 o}

10 Result text: %s. AR FTP, TFTP =& ASMP o] u] x| ] 1#o] = 2
Results code: %d. ey}
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Ed EYMOHAIX] &A=
ID

T

11

12

13

14

15

16

New user added & 5
to local user

database.

Command

issued by user:

%s. New user: %s.

User deleted AR
from local user
database.

Command

issued by user:

%s. Deleted

user: %s.

User modified in % 5.
local user

database.

Command

issued by user:

%s. Modified

user: %s.

User AR
authentication

failed with the

Remote Console
Switch. User: %s.

SIP added. SIP g1
ID: %s.

SIP removed. AR
STIP ID: %s.

M 22 ARG A F 2 ARG A} dl o B o] 2o
F7HE 5T

A AL A E F7He A8 A9 ol B
dsTrapObjectUserName©ll #]7¢=] o] gl&1H T,
A ARGALE] o] F 2
dsTrapObjectTargetUserName ol #] g% o] Q]
ERSIEY

ARGAZF 2 ARG-A} H| o] Bl H o] 2ol A ApA]
35U
RS AA S AL o] 2
dsTrapObjectUserName ] #1735 o] Q151 T
AR AL A o] 58
dsTrapObjectTargetUserName ol A 7g-%] o] Q]
St

g7 5 H Qg
AEAE 53 AR o] 5L
dsTrapObjectUserName ol #1745 o] Q151 o
A E ALg A o] B e
dsTrapObjectTargetUserName ol A 7%= o] Q]
FH

A}F8-217} Remote Console Switch Q1501 A1 5
gt

Q1Z el A3 AHE ] o] &
dsTrapObjectUserName ] #1735 o] Q151 Tt
SIP7F F7F 15 ot

F71E SIP ) 1D+ dsTrapObjectSipld el A7
g0 et

SIP7F AIA = 915 Y T

A A€ SIP2 ID+ dsTrapObjectSipld el A %
wlo] QlF Ut



name changed.
Old name: %s.
New name: %s.
Attached to
SIP: %s.

Ed ERMHAIX] = 4HF
ID
17 Server name AR A H] o] Zo] WA E &t}
Change;l. Old /H]:H’] O] 7(‘] O] EE_’_
name: %s. New dsTrapObjectOldServerName ol #] 745 o] Q15
name: %s. Ut}
Attached to '
SIP: %s. A1 &) Al 0] 52 dsTrapObjectServerName ]l
A7 o] sy
A8 9] SIP ID = dsTrapObjectSipld ol #1 %]
SRS
18  Tiered switch A x. o= A A9 X7} =7 E Q4 T
dded. Tiered, F7he 29179 o]
SWITCR name: /5. dsTrapObjectTieredSwitchName ol #] %= o]
Attached to 9l 1)t}
SIP: %s. mamm
28X 7} 719 SIPS] ID+=
dsTrapObjectSipldell A= o] 1&H T
19 Tiered switch AR o= A A9 X7} A A E QLT
remored. Tiered AAT 2917 9] o] -2
SWITER e /5. dsTrapObjectTieredSwitchName ol #] %= o
Was attached to Q) &t}
SIP: %s. mme
29127k A2 = SIP 9] ID+=
dsTrapObjectSipld el A= o] Q151 th.
20 Tiered switch AR g5 7 A Y ol Fol AAEHASF UL

95 4 2949
dsTrapObjectOldTieredSwitchName ] #] 7%
o] g1t

N PN Erp e
dsTrapObjectTieredSwitchName ¢l 4] =] o]
A5

2927 A4 H SIP] D=
dsTrapObjectSipldell A7 o] lFH T}

o] o] E&
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Eg EWHAIXI  MZE 49
ID
21 Configuration % 1. Remote Console Switchell A 744 9 & 2=
file loaded in the B R
Rellnote Console Remote Console Switch7} 743 32 & £ =3}
Suitch. © 2 Y AR o] B
Command . =
) dsTrapObjectUserName ¢l #]7d- 1 t}.
issued by user:
%s. Name of file 29 39 9] o] F& dsTrapObjectFileName
loaded: %s. ofl A= s 1:}
22 User database A1 Remote Console Switch | A4 AF-&%} ©] o] €] W]
file loaded in the o)A Fd S 2 a1}
l‘{el‘note Console Remote Console Switch 7} AF&-#} d] o] E] W o]
owitch. g R EA RS YR AL A ol
Command 2 dsTrapObjectUserName ol #] &5 Y T},
issued by user:
%s. Name of file 2% 7+ 8] o] F2 dsTrapObjectFileName
loaded: %s. o A= dsutt
23 Invalid K Rcmotc Console Switch7} 235 A4S 74
connection W= o)
detected. Device ‘_ = 1o 13
D % 7]l UHHA ZE| 5 7§9] SIP A 7}
S Ao 9ar & ) 0)de] Ao 3 KVM
297} = A i 7 A o] A
A%} EgH
g el #HE R
dsTrapObjectFirmwareCondition 7| A o] #] 7
ENEY
0| EY 2 FAIEMH O O] & MEE X
EJ S,
2EC:MIBZ SNMP EH



Ed EYMOHAIX] &A=
ID

49

24

25

26

27

28

29

Subsystem AR
Upgrade started.
Device ID: %s.

Subsystem K
restarting.
Device ID: %s.

Communication

ol
to

problems in the
system
configuration.
Device ID: %s.

o

Memory

ofy
to

problem.
Device ID: %s

Watchdog reset.
Device ID: %s.

of
ko
%

Special AR
condition was

trapped. Device
ID: %s.

Remote Console Switch ol 4] 3}$] A]2~®l & 1
G0l =5 A 28l et

DModule o A] #]Ql 18 = o] T} 7 & L= 1)
QAR ZHE SIP X 7] EF 31§ Al ARl o7
o e 4 Aa

Qo] E 52l 3H¢] Al ARl B3t JH =
dsTrapObjectFirmwareCondition 7] | ol A %
Huch

.0 EHS FAE M 0|4 FEE[X|
oIELICt.

Remote Console Switch7} tF&-2 =5 489
S 1 dsTrapObjectFirmwareCondition 7} A €]
A E o] Q= BFY Al A'S ThA] Al &R T
1.0 EHS FAE M 0|4 FEEX|
orELICt.

Remote Console Switch 7} A| 28l FAJ o A &
A FAE AP SFYTEH A X 1A H &
AE e 5 e AR TAE e bl
A 5 s

Remote Console Switch 7} #| 22] A & 74X
ULt o] FA o tfst A&
dsTrapObjectFirmwareCondition 7 A &l 355
Ut

Remote Console Switch7} ZHA] A2 AL &
A @5}, ©]+= Remote Console Switch &
PR HET EE NP RELEN
o) A7ke 148 tebav .

Remote Console Switch 7} A e+-g ]38l =7 &
EHst A E A YEULH 7S5 E e e
dsTrapObjectFirmwareCondition 7] A ol A %
=Rh=
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Y EMNAX  AZE  ME

ID

30 Subsystem A Remote Console Switch7} 3F9] Al 228 4] d]¢]
upgrade failed. E dug fushs Sua e A s
Device ID: %s. Ut} 7129 A=

dsTrapObjectFirmwareCondition 7 A o] #] 7
AUk

31 Warning Zan| g Remote Console Switch 7} Z2F=}Fof| Al 7 113}
condition. 7] 98 AT EWE A E A A ST}
Device ID: %s. o] A= g F uH 7H H=7l A 2T W o=
Alarm condition: ol (o & 23 H9])S vebd Yt v
7%d. Alarm WA EAS AL DA Ao
description: %s. o2 Abgo) T E Az = 4 sy}

32 Urgent =ost Remote Console Switch 7} Z2F&}of| A 73 113}
condition. 71 98 R SN A 2 B o
Device ID: %s. o] AElE AR /] W= AAF A= Y2
Alarm condition: Holu} o =3 4= Q= A AE x-S §uk3)
%d. Alarm F 982 hep T
description: %s.

33 User account 73 u) g AFL2} Al A o] BA LUt
has been locked. Salo]olE Y] [P i
Client IP dsTrap()b]ecthAddress Oﬂ A& FE o] 9l Tt
Address: %s.

Locked user: %s. T AR o] &
Reason: %s. dsTrapOb]ectTargetUserName of] A= o] 3l
syt
AREAR A o] AR A2
dsTrapObjectLockReason ol #] = o} Q15U th
£ 5 C:MIB ! SNMP E3



Ed EYMOHAIX] &A=
ID

49

34

User account
has been
unlocked.

Client IP
Address: %s.
Command
issued by user:
%s. Unlocked
user: %s.
Reason: %s.

ARGAF A7 o] s Sl Al E A F U T

B A R FANES P ot
dsTrapObjectIPAddress el #1745 o] 1 &1 T,
Rp8AF A o] B AR
dsTrapObjectUnlockReasonobject o 4] 2] 74 $F
s ARE kol o)l A e A H P F 4

= ujo] gl et

AEAE B AT AR o] L
dsTrapObjectUserName©ll #] = o Q15 t}.
AHGAF A o] FA] AFE B
dsTrapObjectUnlockReason 7 2| of| 4] <] 7d &t
g AR kel o) sl B All = ARE-AE
o] 52 Hlof A Huth

2 A AL o) 5 e
dsTrapObjectTargetUserName ol 7 %] o]
syt

AREAF A o] Hw sl Al el
dsTrapObjectUnlockReason ol A 75| o] §)
Ut

32

o
p

Iy

EECMBZSNMPER | 201



E¢ EWHAK  AAE 4
ID
35 SIPimage AR SIPO|A] 2Z E ¢)o] o]u] x| ] 1@ o] =7} A

upgrade started.

Command
issued by user:
%s. Image type:

%s. New version:

%s. Current
version: %s.
Server: %s.

SIP ID: %s.

ey

SIP 4 120 =5 AT AREAFS o] F2
dsTrapObjectUserName ¢l #7351 o},
Aol = FA AZE ] ojn] ] H3
dsTrapObjectSipTypeOflmage | A7 o] Q]
vt

SIP7} 18 0] = F2l v/ &2 E o] o]
Z] W 2 dsTrapObjectlmageNewVersion ¢ 4|
%50 gzt

SIP7F A A A3 T2l AL E o] ofu)A] B
2 dsTrapObjectlmageCurrentVersion 1| #]
SN

Aol = F SIPel] AAF A 2 o] 52
dsTrapObjectServerName ol A 7&-5 L tt.
daelol= FASIPY D=
dsTrapObjectSipld ofl A =gt}



Ed EYMHAIX] &A=
ID

49

36

37

SIP image AR
upgrade result.
Result: %d.
Upgrade was
started by user:
%s. Upgrade
image type: %d.
Upgrade version:
%s. Running
version: %s.
Server: %s.

SIP ID: %s.

SIP restarted. A H
Server: %s.
SIP ID: %s.

SIP X Esjof o] x|  Z1eo] =] A sl
Ut

oluA] el = A=
dsTrapObjectSiplmageUpgradeResult | #1745
Ut

SIP el o] =& A AHEAFS o] 52
dsTrapObjectUserName ol #] -5 Lo},
A ER QA Az ES o] o] 4] {32
dsTrapObjectTypeOflmage ol A& Tt
SIP7F T eo] =5 A 8 th i A E o
oju] x| M7 dsTrapObjectlmageNewVersion
o A7-guy .

SIP7} 8 ZQl AZES o] o]n] ] WA
dsTrapObjectlmageCurrentVersion®l| #1ZHg H tt.
252 9 0] o] 9] 4] 120l = o 4 B5h of
H A& dsTrapObjectlmageNewVersion ol K31
B A AR g

SIPell 1A A H o] o] 5
dsTrapObjectServerName ¢l A -5 L .
dawe]E= Q1 SIPID=
dsTrapObjectSipld ol A7 Lt}

SIP7F BRA] Al 25 L5 T

SIP o] #] ] 1eflo] =7} k=8 §- SIP7h o
NIRRT

SIPell A ¥ A w ] o] 5
dsTrapObjectServerName ol #]74 H tt.

kAl A]ZHE SIP &) ID = dsTrapObjectSipld ol
A5}
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sy EUMAR %= 43
ID
38  Remote virtual g1 A ek 44 7HAF vt o] Al dZo] Al #
media session &t A ek vt ¢ AlH A4 VM
started. User: NS A &3] Aol 22 AR A7 )
%s. Server: %s. o )t}
SIP: s, VM Al o] 2 F ARk o] §-&
dsTrapObjectUserName ¢l #]7d- 1 t}.
A7 AR R A o) &
dsTrapObjectServerName ol #] -5 L T},
AT @ Al = ARE-E SIPS] ID+=
dsTrapObjectSipld el A7 1t}
39 Remote virtual AR A gl 47 7k ujtjo] A ddo] =X
media session H &t}
propped her VM A AR E AFEA L o] 5L
o8 DCIver: /o5, dsTrapObjectUserName ol #] -5 Lo},
AL AR A 2 0§ &
dsAvrTrapObjectServerName ol A 735 1t}
40 Video session AR DA 7} v t]o] Al o] ThE AL R}of 93
terminated. FTEHAAY AGEUFYL
Command VM AEE F R AH 8 AR o) &
issued by‘uscr: 2 dsTrapObjectUserName (AH& 715 st 74 9-)
%s. Terminated N a =0 L)l 2~ o)
o AFHUT AL o] 8 AHEE 5 i
user: %s. 735 9l #Apelo] HILAL T AL 0] &
Server: %s. 27 A 0] OSCAR Q] o] 2o 4] B 5
Art A7 % 31 OSCAR Q1 5-0] A8 7 - A
28 5 ey
VM A O1A] % RaH L A o A1 A1) o]
5+ dsTrapObjectTarget UserName ol #] -5
Ut
AFgA 7 AR R A o) &
dsTrapObjectServerName ol #1745 L tt.
204 £ 5 C:MIB ! SNMP E3



Ed E-HAIX] M= HY
ID

41 Remote virtual A1 AL} o ekl 94 JRA) mt)o] S A
media session AL
has been lobel b4k mlEjof A S A 8 AHE AL
reserved. User: o] & dsTrapObjectUserName of A2 Yt}

%s. Server: %s.
AREA7E A | A E o] o] F2
dsTrapObjectServerName ol #7451 tt.

42 User has g AER} AR A e 97 71 vlTo] A
established a AL AR AU}
non-rescrved flobs) ) gk 714 vl Tlo] Al A AL
virtual media Aglo] o]l= o . 2

. 8212 o] 52 dsTrapObjectUserName ol #17
session to server. -
Huek
User: %s.
Server: %s. ARGAZE A A O] o] F 2
dsTrapObjectServerName ol #7451 tt.

43 Remote virtual A x A2 71 vy o] =eto] v 7} w5t}
media drive has A1 ulEo] A S AR e L8R o] B &
been mapped. dsTrapObjectUserName o] A&},

User: %s. Server:

%s Drive Type: ARGAZE A A O] o] F 2

%s. Drive Access dsTrapObjectServerName ¢l #] g5 1]t}

Mode: %s. W@ =glo] B 9] 48
dsTrapObjectVirtualMediaDrive Type ] 4] %
Ut

W Cetoln el A s mE
dsTrapObjectVirtualMediaDriveAccessMode ]l
At
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E EY HIAIX] Mz MY
ID
44 Remote virtual A 1 AA 744k vt]o] Eato) B 7} o g ¥ =] ¢k

45

46

206

media drive has
been unmapped.
User: %s. Server:
%s Drive Type:
%s. Drive Access
Mode: %s.

Virtual Media A1
Drive Mapped

on the local port.
Server: %s.

Virtual Media A 1.
Drive

Unmapped on

the local port.

Server: %s.

FH

TP vlEo] A S A 8 ALE A o B
dsTrapObjectUserName ¢l #]7d- 1t}.
A7 AR R A o) &
dsTrapObjectServerName ol #] 5 L T},

w3 = 4] ¢k Efo]H o] {3
dsTrapObjectVirtualMediaDrive Type | 4] %5
S

g 5] 2 Sefo]H o A B
dsTrapObjectVirtualMediaDriveAccessMode ]l
Ay

27 X9 AL AL 7P ]t o] Eejoln
MM E G S

A4 ID+= dsKvmTrapObjectSessionldentifier
ol 445 e

P 7] b2 =afol B o] 32
dsTrapObjectVirtualMediaDrive Type ol A1 7-5
Ut

g A oS Eefo] B A A R e
dsTrapObjectVirtualMediaDriveAccessMode ]l
AgE

27 XE) Ag A7 71 s} Efoln
S Aol Wi=g sk 23kEH T

A 1D+ dsTrapObjectSessionldentifier ol #]
FE o sy

w3 = 4] ¢k Efo]H o] {3
dsTrapObjectVirtualMediaDrive Type | #] %5
=

g 5 4] 2 Sefo]H o A B
dsTrapObjectVirtualMediaDriveAccessMode ]l
A7



Ed EfHAIX| Azl MY
ID
¥ Localvideo AW =7 714 v]cjo] A4l o AFE Aol ol
session FRIYAG A EHAEFU
terminated. VM A S 2 st A A8k AL} o] 2
Command < dsTrapOb]cctUscrNamc(/\]'“q- 7He gt A-5)
issued by user: of AAFAUT AF&A}F o] =& A}t <= 9l 1:
%s. Server: %s. 7S\ Bxldo] B H L]E]— A&z} o] &
374 A1 0] OSCAR QIE] o] 20| A F 5.5
Ak A 5 32 OSCAR 150] | A € %‘% At
£ & gz
A8A7E A A8 9 o Be
dsTrapObjectServerName o] Axg Ut
48  Local virtual AR 24 A 27 7R vt o] AL o ekl
media session Yt}
has been AFEAF7E A AR AH 9 o] =&
reserved. dsTrapObjectServerName ¢l A -5 L tf.
Server: %s.
49  Local virtual AH AR 22 7 ul ] o] Al A S o oFEHR
media session oker Tt
has been g7 AAE A o] o] 2o
unreserved. dsTrapObjectServerName ©l| #] 75 1t}
Server: %s.
50  Local Port Video % ®. 274 AFE A} v T] @ A A o] T E ALgA}e] 2]
session I =5 EAEFYUY.
terminated. AAL ZEA7) AFEA O] o] 22
Command dsTrapObjectUserName ¢l #7351t}
issued by user: = . . .
%s. Server: %s. Al 1D+ dsTrapObjectSessionldentifier©ll #]
s ol lF Ut
51  CACertificate AR Remote Console Switch7} CA 915 14 & 2
file loaded in the =35y},
RGI‘DOte Console Remote Console Switch7} CA Q1% 34 & 2
Switch, RS gE e A o5
Command

issued by user: %s.

dsTrapObjectUserName ©l] #1751t}

f2ECMBZSNMPER | 207






B2 D: FLASH g18j0|=
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